Janellis

Cyber Resilience Professional Accreditation Program

The Cyber Resilience Professional Accreditation Program is an experiential, ‘learning by doing’ training program
that uses ‘real world’ scenarios and current challenges to help teams build cyber resilience. It is
underpinned by the Organisational Resilience Framework and the Critical Thinking Framework to recognise

emerging threats, uncover vulnerabilities, build cyber resilience and provide assurance to key stakeholders.
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Build Cyber Resilience using ‘real world’ scenarios and current
challenges in the following areas:

e RISK: Identify emerging threats; catastrophic risks and critical Approx 3 L.IVE: In-persor‘1,
. . . o hours virtual or hybrid
dependencies through scenario-based planning activities.
© e READINESS: Review systems, plans, facilities, and training.
Q
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® e RESPONSE: Exercise development; incident and crisis management; )
critical thinking and decision-making; post-incident reviews. Approx 3 L!VE' In-persor‘1,
) i . hours virtual or hybrid
e ASSURANCE: Cyber risk reporting; governance and benchmarking.
e Access to online learning templates and tools to assess and build Cyber Resilience Capability.
e Access to core Critical Thinking content through a customised eLearning platform.
Learn how Critical Thinking skills build Cyber Resilience through:
. . o . Approx 3 LIVE: In-person,
. Lap #1 includes Fore Critical Th|.n|<|ng cor.ltent and scengr.|o—based OIS virtual or hybrid
& activities for tactical and strategic cyber risk related decisions.
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N e Assignment of a practical follow up activity to apply the learnings.
e Branded Decision Support Tool wallet card. e (Critical Thinking Templates.
e One-on-one coaching to review how the framework has been applied. 30 mins/pax Virtual or in person
e Lab#2 gses a cu.rrent situation’ or §cenar|o deve!oped by parthl.p.ant/s Approx 2-3 LIVE: In-person,
to practise applying the framework in a team environment to facilitate ) .
7 . . o hours virtual or hybrid
g social learning opportunities.
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& e Online Accreditation Assessment. 20 mins Online
e Cyber Resilience Professional Certificate of Achievement.
e Ongoing access to the eLearning resources. e LinkedIn Learning badge.
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Janellis
ORGANISATIONAL RESILIENCE FRAMEWORK

The Cyber Resilience Professional Accreditation Program is underpinned by the Janellis
Organisational Resilience Framework which intelligently fuses cyber security activities and
capabilities through a RISK, READINESS, RESPONSE and ASSURANCE framework. It is designed to

build on existing investments and enhance current skills.

1 | Enterprise View of all Risks
Catastrophic Risk Management
Emerging Threats
Critical Dependancies
Scenario based Modelling

3 | Response Strategy

Exercise Development
Communications

CM Leadership and Critical Thinking
PIRs and Learning Centres

4 | Governance Structure

Risk Reporting

Surveys

Benchmarking

Audit

CRITICAL THINKING FRAMEWORK

The critical thinking framework helps to improve the speed and quality of decision-making, uplift

critical thinking skills, and enable individuals and organisations to become more resilient.
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Visit: Critical Thinking Hub; Critical Thinking Professional Accreditation and Decision Support Tool
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https://criticalthinkinghub.com.au/
https://criticalthinkinghub.com.au/accreditation/
https://janellis.com.au/organisational-resilience-expertise/decision-support-tool/

